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Riot Network

Our Network as Code Journey

Jaime Botello #
Principal Network Engineer, Riot Games g #
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New Releases...
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Riot Games Infrastructure R

with over 300 ISP’s
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How we used to male changes

N2 =k 2 conmmounenmane:

“hy, O ST _‘
The (Hopefully) (the same) We have rollback? Add B“T w“E"IJnn'Icnpv
Engineer a different The Engineer  this no to commands AND PASTE‘T“E ol F. )
e SR e’ " | OUT OF EVERYTHING

DEVNET

Create

i




Riot Direct as Code

“Is how we define and riot direct

networkR infrastructure via machine

declaratives using software

control and delivering changes via

continuous integration and continuous
pipelines (CI/CD)”
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Riot Direct Network as Code

Key Features \

Master branch is the Single Source of Truth (SSoT) and
represents the state of the Production Network

Minimal level of abstraction
Full configuration replace is OP

Jenkins CI/CD tests and deploys configuration to devices with
some fault-tolerance

Github Source Control allows easy versioning and rollback
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Actively maintained open source projects (Nornir, napalm,
\ capirca, etc) are utilized to speed up development




Architecture /| Overview

<> Code

Branch: master v rdnw-as-code-training / sites / euw / lab01/ er01/

bgp.yaml
exceptl
interfac
mpls.yi
routing
rplyam

vrf.yam
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Issues 13 Pull requests 2 Projects 0 Wiki Insights Settings

, Erdem Haki and svc-github Enabled Lo0

hotfix for router_id

Branch: master v rdnw-as-code-training / sites / euw /1ab01/ erO1 / bgp.yaml

Erdem Haki hotfix for router_id

2 contributors

20 lines (18 sloc) 504 Bytes

global:
asn: 6507 # Local BGP Autonomous System Number (ASN)
router_id: 10.255.255.1 # ipv4 address BGP Router ID
ecmp_path: 8 # iBGP/eBGP ECMP Maximum Paths (ex. 2, 4, 8)

groups:
ROUTE_REFLECTORS:
type: route_reflector
description: iBGP IPV4 and VPNV4 Route Reflectors
enabled: true
update_source: Loopback®
aft:
ipva:
import: IMPORT_RR_V4
export: EXPORT_RR_V4
sessions:
10.255.255.10:
description: iBGP Session
enabled: true

Create new file

Find file  History

Latest commit 646a2¢0 9 days ago

9 days ago

Raw  Blame

[oors 1§ man 1§ [inventory §
pop_build deployer.py JJ [ 1 1 ] hosts.yaml l

[ramso2 § [rode §
Findfile Copy path n properties (v1) L-X X properties (v1)

3579¢21 9 days ago

} e

Histoy 0 » B




DEVNET

Create

i

o
TXT

Target Device
Configuration (txt or xml)




Tracking change in High Definition

v I sites
v B apac groups:
~ 3 : ROUTE_REFLECTORS:
> hkg01 3/19/20 Botello 30 type: route_reflector
> B sei0n aft:
> I sel02 s
= import: IMPORT_RR V4 t 12/19, 8:: + Updat r
v Bsin02 export: EXPORT_RR_V4
v Wer0l vpnva:
& bgpyaml import: PASS
5 P : export: PASS
. SXCEpUOTLYam! update_source: loopback®
it interfaces.yaml description: IPv4 and VPNv4 Route Reflectors
&, mpk yam| 4/6/20 Sheikh 31 enabled: true
- ) sessions:
i routing yaml 104.160.157.31:
i rpl.yaml description: iBGP session to rr@l.seldl
&, vryaml 4/6/20 Sheikh 31 enabled: true
184.160.157.32:
> I er02

description: iBGP session to rrol.ty@el
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How a network change looks like?

new bgp new core edge acl
G |th u b neighbor interface update
s Hotf O -0 e 0o O -0
A, PR PR PR
w O O O O
1.0 1.1 1.2 2.0
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Change // Network Engineer Workflow

01

03

05

Config change

Make device config changes on
new branch (ex. hotfix/new_change)

Pull Request
Open a github pull request (PR)

Validate

Review the change diff results provided
by the device and added to the PR, then
fx any issues and retest

Peer Review
Ask for a peer review and approval

Merge

Comment on PR “autonet deploy this”
for AutoNet to deploy changes to live
network and merge the changes into the
master branch

Network Engineer

Sl

git checkout ..

git add ..
git commit ..
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Final Diff

Jenkins

Python

Spin up docker

container with

The Deployer
tools

7

Pass parameters

Add config
diffan'\dR i
eport to P = XL IR
' c%mment o Config diff
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Failure

Pass Parameters
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Final Diff

Code

Load config to
target nodes
(dry-run=7,¢)

ooooo.con...’

Conﬁg dlﬁ
success or
Failure

@ Load config to

target nodes
(dry-run=r-). . )
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