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The first rule of technology used in a business is that
automation applied to an efficient operation will
magnify the efficiency.

The second is that automation applied to an
inefficient operation will magnify the inefficiency.

- Bill Gates
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Design Changes

Implement changes
in your templates + SSoT
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DESIGN CHANGES WITH
+ROLLBACK IN MIND




backup.py
@ backup.py X

Users > mneiding > Desktop > @ backup.py > ...
import netmiko

device = {
'device_type': 'cisco_ios',
'host': "sandbox-iosxe-recomm-1.cisco.com",
'username': "developer",
'password': "Clscol2345"

with netmiko.ConnectHandler(xxdevice) as conn:
runn_conf = conn.send_command("show run'")

out = open("backup.txt", "w")
out.write(runn_conf)

out.close()

Python 3.9.6 64-bit ®0/A 0 --INSERT -- Ln18,Col1 Spaces:4 UTF-8 LF




conf_unconf.py — demo
conf_unconf.py 2 X

conf_unconf.py > ..
from pyats. topology loader import load
from genie.conf.base 1mport Interface
testbed = load('mock/mock.yaml')
uut = testbed.devices['uut']

intf = Interface(device=uut, name="Ethernet4/3")
intf.ipv4 = "200.1.1.2"

intf.ipv4.netmask = "255.255.255.0"
intf.switchport_enable = False

intf.shutdown = False

print("Configuration: ")
print(intf.build_config(apply=False))
print("Un-Configuration: ")
print(intf.build_unconfig(apply=False))

Python 3.9.6 64-bit ® 0 A 2 --INSERT -- UTF-8 LF Python & 0
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Test changes

everything goes right
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MAKE SUREYOU ARE
ACTUALLY TESTING
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Rollout changes

Deploy to your
production
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OPTIMIZE FOR SPEED
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interface Ethernet4/3
no shutdown

no switchport

switchoa

Host: switch@l.switches

Username: admin
Password: @dfkje4kj2$

apply_config()

¥

Quevue:

Worker

DEVNET.

Create




tasks.py — demo
tasks.py X
tasks.py > ...

import netmiko

def apply_config(conf_cmds, conn_data):
conn = netmiko.ConnectHandler (xkconn_data)
conn.send_config_set(conf_cmds)

Python 3.9.6 64-bit ® 0/A 0 --INSERT -- Ln25,Col1 Spaces:4 UTF-8 LF Python & [




queue_sample.py — demo
queue_sample.py X

» queue_sample.py > ..
from redis import Redis
from rq import Queue

from tasks import apply_config
q = Queue(connection=Redis())

config_commands = [
"interface Ethernet4/3"
"no shutdown"
"no switchport"
"ip address 200.1.1.2 255.255.255.0"

conn_details = {
'device_type': 'cisco_ios',
'host': "sandbox-iosxe-recomm-1.cisco.com",
'username': "developer",
'password': "Clscol2345"
}
job = q.enqueue(apply_config, conf_cmds=config_commands, conn_data=conn_details)
print(f"Job with id {job.id} has been submitted")

Python 3.9.6 64-bit ® 0A 0 --INSERT -- Ln30,Col1 Spaces:4 _8 Pvthon &
Simple Network Job parallization with RQ by mneiding -

https://github.com/squsrks/network_conf_ parallel




. r- @ W W
) Steps of a NetDevOps Pipeline

EEEEEE



BUILD A MONITORING
SOLUTION THAT CAPTURES
EVERYTHING
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88 Device Health Monitoring # <3 | B || & | OlastiSminutes v | Q | O 30sv

SOURCE | All v NAME | All v VRF || All v
v Health
Version Last Boot Fan Speed Temperature Power

17 3 2021-02-16 SRRRRREENNNNNNNARANNNNNNANAAR 150Kmpm 80°C 125kW

SESRERERENNANANRNNANANNNNNNN 15.0krpm

12:42:13 NENNNRNNNNNNNNNNNNNNNNNNNNNE 50kem  covc 1.00kW
750 W
Memory Memory 40°C e
4078 350 GB 00w
S0TE 32568 2AEE 250W
| 300 6B
2078 0°c ow 1
275 6B 1:32 11:34 11:36 11:38 11:40 1142 1144 1146 1M:32 11:34 11336 11:38 1140 1142 11:44 11:46
1078 e ' 250 GB max avg current avg current
0kB 225GB HotSpotTempSensor1 7°c 71‘c 71‘Cc available_power 501 W 501 W
11:32 11:34 11:36 11:38 1140 1142 1144 11:46 11:32 11:3¢ 1136 11:38 11:40 1142 1144 11:46 — InletTempSensort 41°C 41°C  41°C consumed_system_power 186 W 184 W
avg S avg R — OutletTempSensor1 56°C  55°'C  56°C power_budget 1.100kW 1100 kW
Processor free 2322718 3.608 TB Processor used 283.8GB 245.6 GB
Switeh1 a1 s aie nawer allocated 500 W 500 W
CPU CDP
35 device_name ip_address local_intf_name mgmt_address port_id platform_name
30 APD478.9B49.26E8 10.1.1.1 TwoGigabitEthernet1/0/3 10.1.1.1 GigabitEthernet0 cisco C9115AXI-B
25 SKYHAWK 202.54.22.54 TwoGigabitEthernet1/0/1 202.54.22.54 GigabitEthernet0/0/1 cisco ISR4321/K9
50 RACK3-CAT38-14-Cloud 202.54.22.57 GigabitEthernet0/0/0 202.54.22.57 TenGigabitEthernet1/0/16 cisco WS-C3850-24XS
’
APD478.9B49.26E8 10.1.1.1 TwoGigabitEthernet1/0/3 10.1.1.1 GigabitEthernet0 cisco C9115AXI-B
15
SKYHAWK 202.54.22.54 TwoGigabitEthernet1/0/1 202.54.22.54 GigabitEthernet0/0/1 cisco ISR4321/K9
1.0 ¢ @ o . B . o 0 . " » B . .
RACK3-CAT38-14-Cloud 202.54.22.57 GigabitEthernet0/0/0 202.54.22.57 TenGigabitEthernet1/0/16 cisco WS-C3850-24XS
0.5
APD478.9B49.26E8 10.1.11 TwoGigabitEthernet1/0/3 10.1.1.1 GigabitEthernet0 cisco C9115AXI-B
0 “ ‘ ‘ ‘ ) ) Y ‘
a2 11 113 138 1140 11:42 1144 1146 SKYHAWK 202.54.22.54 TwoGigabitEthernet1/0/1 202.54.22.54 GigabitEthernet0/0/1 cisco ISR4321/K9
Five Seconds Max:2 Current: 0 One Minute Max:3 Current: 3 Five Minutes Max:3 Current: 3 nanun AaT20 14 Aland ann €490 £7 PinARBEbharn At 0 10 ann £ a0 c7 TaninahiCoharmatt N1 Ainan WWIE AD0EA AAVE

> IP MAC ARP - Client Health (2 panels)

> gRPC MDT Details (7 panel)

> Interface - Cisco Native - Charts (4 panels) . . . . H
Device Health Monitoring by jeremycohoe -

https://grafana.com/grafana/dashboards/13462

> Interfaces - Cisco Native - Data Table (7 panel)

s IETE Interfacoe /2 nanale)
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